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1
Decision/action requested

Add pCR text to TR 33.848
2
Rationale

This contribution provides initial text for Key Issue 7.
3
Proposed New Text
[START OF CHANGES]
5.X7
Key Issue #X7 Definition of Sensitive Functions and Handling Restrictions
5.X7.1
Key issue detail

Within 3GPP network architectures there are some obvious sensitive functions which contain sensitive cryptographic material or personal data (e.g. AUC or UDM). However, this classification is too simplistic. Nearly all 3GPP NFs will contain some privacy sensitive information for billing purposes or cryptographic material. While 3GPP TS 33.501[Y] provides some consideration for 5G functions, CSPs are also in the process of virtualising IMS or 3G/4G networks, for which similar consideration has not yet been given.

At the virtualisation layer, NFV MANO does not understand the purpose of a VNF or its sub-components. Therefore, it is up to 3GPP to define what a sensitive function or sub-function is and how they must be handled to protect privacy or security sensitive data, within a virtualised environment.

Editor’s Note: It may be necessary to liaise with ETSI ISG NFV or open source groups to ensure the necessary capabilities are available or developed.
[END OF CHANGES]
